CCC Parts Company Electronic Communications Use Policy

The purpose of this policy is to ensure the proper use of CCC Parts Company's electronic communications system by its employee’s. CCC Parts Company (CCC or Company) has actively pursued making advanced technology and increased access to information available to its staff.

The purpose of this “acceptable use agreement” is to ensure that all employees are aware of and understand their responsibilities when accessing the Internet.  Company provided Internet/intranet privileges, like computer systems and networks, are company resources intended for business purposes. Use of Internet/intranet is subject to monitoring for security and/or network management and employees may further be subject to limitations on their use of such resources.

Scope

This policy applies to all employees, contractors, consultants, temporaries, and other users at CCC, including those users affiliated with third parties that access CCC computer networks.  The policy also applies to all computer and data communication systems owned by and/or administered by CCC.

Conditions and rules for use:

Acceptable use

The purpose of the Internet is to facilitate communications in support of the business goals of CCC. Your use of Internet services provided by the Company must be in support of and consistent with the objectives of CCC.  Transmission of any material in violation of any United States or state regulation is prohibited. This includes, but is not limited to, copyrighted material, threatening or obscene material or material protected by trade secret.  Use for commercial activities outside of CCC business objectives, product advertisement, or political lobbying is also prohibited.

Privilege

The use of the Internet is a privilege, not a right. Inappropriate use, including any violation of these conditions and rules, may result in cancellation of these privileges, as well as disciplinary action as specified in the employee handbook.  CCC senior management has the authority to determine appropriate use and may deny, evoke, suspend or close any employee’s access at any time based upon its determination of inappropriate use by that employee.

Monitoring

CCC reserves the right to review any material accessed by employees with Internet access to determine the appropriateness of such material. CCC may review this material at any time.

Network etiquette

All employees are expected to abide by the generally accepted rules of network etiquette. These include, but are not limited to, the following:

· Be polite. Do not get abusive in your messages to others.

· Use appropriate language. Do not swear, use vulgarities, or any other inappropriate language. Do not engage in activities that are prohibited under state or federal law.

· Do not use the network in such a way that you would disrupt the use of the network by other users.

· Do not upload, download or otherwise transmit commercial software or any copyrighted materials belonging to parties outside of the company or the company itself.

· Do not visit Internet sites that contain illegal, obscene, or hateful content, which is objectionable and inappropriate for the workplace. Neither shall users send or receive material that is obscene or defamatory nor which is intended to annoy, harass or intimidate another person.

· Do not disable AntiVirus Software. PCs will be configured to automatically scan any material downloaded from an Internet Web site.

Security

Security of CCC computing resources is a high priority, especially since the systems are used for our daily business. Users must abide by the following security steps:

· Do not download software from the Internet onto any disk drive in use at the company without prior consent of management and the systems group.

· Do not allow any other employee to use your login name and/or password without the permission of management.

· Discovery of any security problem will be reported to your immediate supervisor and the systems staff immediately.

Email use policy:

Email is a business tool for business communications.  The system belongs to the employer, and employees have no expectation of privacy.  It is the policy of CCC to provide e-mail to all its employees, whenever possible. Users are responsible for backup of their own data.  Correspondence via e-mail is not guaranteed to be private.  Use of e-mail may be subject to monitoring for security and/or network management reasons. Users may be subject to limitations on their use of such resources.

Email and the use of the Internet may be used for incidental personal use so long as:  

· It does not interfere with worker productivity.

· It does not preempt any business activity. 

· There is no creation or exchange of messages deemed prohibited [see below].

Users own the responsibility to use these resources in an efficient, effective, ethical, and lawful manner.  Email must follow the same code of conduct expected in any form of written or face-to-face business communications.

Email must be deleted when it no longer is required for business purposes.  Email is subject to retention periods as established by either CCC Management or the IS Department.

Violation of this policy may result in disciplinary actions, leading up to and including termination.  Users are expected to use good judgment when using Email.  

Basic Email etiquette guidelines are:

· Be concise

· Do not use slang or idioms that could be misunderstood outside of your own region or country.

· Use short paragraphs.  Separate ideas with bullets.

· Capital letters are interpreted as yelling.  Be careful when typing in capital letters.

· Never send email when angry.  Type it, then save it to a folder.  After you are calm, reread it, edit, and then send.

· Keep emails constructive in substance and professional in tone.  Treat people with the same courtesy and respect in email as you would face-to-face.

· Do not use email as a replacement for face-to-face conversation.

· Write in factual style, avoiding verbiage that can be misconstrued.  Email is one directional.  The recipient cannot "hear" your intonation.  You cannot see his or her facial expressions as your message is being read.

· Guard against sending email that can be taken out of context or that contains confidential, internal information.  Email is easily forwarded and copied.  Once it leaves your account, an email can take on a "life of its own".

· Do not send email with blank subject lines.  Messages with no subject are likely to be treated as junk mail.

· Proofread the distribution list carefully before you click Send.  Is it the list you really intended?

· Avoid Reply All to messages.  Most people do not need to have a copy of every reply to every iteration of the same message.  Consider that an external recipient may be part of the distribution.

· Delete Spam, jokes, and chain letters.  Do not forward Spam, jokes, and chain letters.

· Limit attaching large and multiple files and graphics.  Where attachments are necessary, compress them before sending.
· All email accounts maintained on in-house or outsourced email systems, including those systems currently installed or installed in the future, are the sole properties of CCC Parts Company.  The term "email messages" includes any electronic message which can be stored, attached, or transferred with or to and email message (such as, but not limited to, traditional email message, voice mail, instant message, and fax).  CCC Parts Company (the “Company”) has the right to monitor, access, read, disclose and use such e-mail without prior notice to the originators and recipients of such e-mail. E-mail may be monitored and read by authorized personnel of the Company for any violations of law, breaches of Company policies, communications harmful to the Company, or for any other reason.
· Employees may encrypt their email and files only with the use of software approved by the Company. This software must provide for retention by the Company; any key necessary to access encrypted messages.

Suspected violations of policy should be reported to either CCC Management or the IS Department immediately.  

The following use of the email system is strictly prohibited:

· The creation and exchange of messages that can be interpreted as offensive, harassing, obscene or threatening as defined by the Company’s Code of Conduct.  E-mails may not contain statements or content that are libelous, offensive, harassing, illegal, derogatory, or discriminatory.  Foul, inappropriate or offensive messages such as racial, sexual, political or religious slurs or jokes are prohibited.  Sexually explicit messages or images, cartoons or jokes are prohibited.

· The creation and exchange of Spam, jokes, and chain letters.

· The creation and exchange of information in violation of copyright laws.

· Using the Company's email systems for a personal business in any form, including but not limited to solicitation to buy or sell goods or services.

· Altering or copying a message or attachment originating from another user without the originator's permission.  

· Compromising password security by exposing passwords to public view or attempting to break-in to any systems.  Passwords should be changed on a regular basis.  The e-mail system is only to be used by authorized persons, and an employee must have been issued an e-mail password in order to use the system.  Employees shall not disclose their codes or passwords to others and may not use someone else’s code or password without express written authorization from the Company.

· Willfully or repeatedly opening email attachments from an unknown or untrustworthy source or with a suspicious or unexpected subject line.  If in doubt, do not open the attachment.  Contact the IS Department if there are questions.
· Employees may not, without the Company’s express written authorization transmit trade secrets or other confidential, private or proprietary information or materials through e-mail.

· Using another employee’s email account.

I have read, understand and have been given a copy of this Communications Policy.  All employees who use any of the Company’s electronic communications systems or who access any forms of electronic communications on Company systems are required to comply with this policy statement.
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